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1
Decision/action requested

This pCR proposes a key issue as in section 4 for TR33.809.
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Rationale

One objective for the study item on 5G security enhancement against false base stations [1] is “Study the potential threats and privacy issues associated with false base station scenarios”. This pCR proposes a key isssue which is still applicable to 5G system. 

4
Detailed proposal
**** Start of Changes ****
X.X.1 
Key Issue #X.X: DoS attack against handover and SON fuctions
X.X.1.1
 Key issue details

Handover decision is based on the MR information reported by UE, to choose the cell with highest signal power as the target cell. When the UE executes the signal power measurement of the neighboring cells based on the SS Block which carries the synchronizaiton signal and MIB (Master Information Block) signal without security protection [2][3],  the UE can not validate the authenticity of the SS Block signal, i.e., the SS Block signal could have been sent from a fake base station.

If a fake base station C counterfeits a legitimate base station B, the serving base station A receives the UE MR measured from C. Thus, A would assumes the MR is from B and then decide to handover the UE to B. Eventually, the HO would fail and the UE may connect to C during the HO execution procedure [3].

Further, if the HO failure rate reaches a certain threshold, basestation A may adjust the value of HO decision parameter, according to the self-organizing network function, and that may cause more HO failure events. Not only that but base station A may add B to the blacklisted cell for HO. Both the services in A and B would be affected.

X.X.1.2
 Security threats
Risk for the UE: the UE may connect to the fake base station during the HO, the ongoing services would be broken, and the UE may suffer more subsequent signal attacks launched by the fake base station.

Risk for the RAN:  Both the services in source gNB A and the target gNB B would be affected, the key performance indicator would get worse. If the mobility robustness optimization function is enable, the source gNB A may adjust the HO decision parameter causing more HO failure; if the automatic neighbor relation function is enable, when the HO failure rate increases beyond a specific thtreshold, base station A would add B to the blacklisted cell for HO [3].
X.X.1.3
 Potential security requirements

The 5G system shall provide a mechanism to prevent the UE from connecting to the fake base station during handover.

The 5G system shall provide a mechanism to protect 5G RAN from updatiung its HO criteria based on handover caused by false base station.

**** End of Changes ****

